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DEDUPE-IO  [ Enterprise Risk Management System ] 
 

Project Documentation & Technical Overview 

 

 

 

 

 

 

 

 

 

     ExecuƟve Summary 
 

DEDUPE-IO is a sophisƟcated, in-house developed Enterprise Risk Management System built to automate 
and secure the customer eligibility validaƟon process. Designed speciĮcally for the Address VeriĮcaƟon and 
Credit VeriĮcaƟon (AVCV) team, it replaces error-prone manual checks with a robust, rules-based engine. 
 

       Primary ObjecƟve: To instantly assess the risk proĮle of exisƟng customers applying for new services, 
thereby drasƟcally reducing fraud, credit risk, and operaƟonal ineĸciency. 
 

      Core Achievement: Successfully transformed a mulƟ-hour, manual veriĮcaƟon process into 
a seconds-long, automated decision, achieving a 90% reducƟon in fraud and 100% development cost 
savings. 
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        Key Features & CapabiliƟes 

DEDUPE-IO's funcƟonality is organized into several core modules, each addressing a criƟcal part of the risk 
management workŇow: 

Module DescripƟon 

Secure AuthenƟcaƟon Role-based user login with encrypted credenƟals and session management. 
Rules-Based Risk 
Engine 

A sophisƟcated VBA-powered calculator that applies weighted  
criteria to generate instant Green/Red eligibility signals. 

Billing System 
IntegraƟon 

Seamlessly validates customer data against integrated billing systems using 
comprehensive checklists. 

Duplicate DetecƟon Advanced algorithms to idenƟfy duplicate customer records across TTSL, TCL, and 
retail databases. 

UTM BlacklisƟng A comprehensive database with paƩern-matching search to block applicaƟons 
from high-risk enƟƟes. 

LiquidaƟon 
Management 

Data entry and tracking system for managing Įnancial liquidaƟon and debt 
recovery processes. 

Task Management Assigns and tracks workŇows and acƟon items for the AVCV team. 
Admin & User 
Management 

A dedicated admin panel for creaƟng users, managing roles, and seƫng 
permissions. 

ReporƟng & MIS Automated generaƟon of performance reports and audit trails for management. 
 

     Technical Architecture 

DEDUPE-IO is architected for performance and reliability within a MicrosoŌ ecosystem. 
Technology Stack 

• Front-end & ApplicaƟon Layer: MicrosoŌ Access (Compiled .accde) 
• Programming Logic: VBA (Visual Basic for ApplicaƟons) 
• Database Engine: MS Access Database Engine (JET/ACE) 
• Data Access: ADO/DAO for robust database connecƟons 

• IntegraƟon: Excel AutomaƟon for reporƟng, Outlook for noƟĮcaƟons 

Database Schema (SimpliĮed Overview) 
The system uses a normalized database design for data integrity and performance: 

• tbl_Users: Stores employee credenƟals and access roles. 
• tbl_Customer_AcquisiƟon: Master table for all customer applicaƟon data. 
• tbl_RiskProĮleLog: Audits every risk assessment performed. 
• tbl_LiquidaƟon_Master: Immutable dataset of historical liquidaƟon accounts for cross-referencing. 
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The Core Engine: modRiskEngine 

The heart of DEDUPE-IO is a VBA module containing the CalculateEligibilityScore funcƟon. It executes a 
series of opƟmized SQL queries: 

1. Exact Match Check: Customer ID and Name. 
2. Fuzzy Match Check: PhoneƟc or parƟal name matching against liquidaƟon data. 
3. Address Cross-Reference: Checks for shared contact details with defaulters. 

 

    Business Impact & ROI 
The implementaƟon of DEDUPE-IO delivered immediate and measurable value: 

Metric Impact 
Development Cost 100% Savings by leveraging in-house experƟse and exisƟng MS Access licenses. 
Fraud ReducƟon ~90% Decrease in fraud incidents through automated, consistent risk proĮling. 
Processing Time ~90% Faster (Hours to Seconds) for customer eligibility decisions. 
Data Processing Eĸciently handles 50,000+ records against liquidaƟon databases. 
OperaƟonal Audit 100% Traceability with a complete log of all assessments and decisions. 
Award RecogniƟon Hi-Filler Award for excepƟonal innovaƟon and business impact. 

 

    Security & Access Control 
Security is paramount, given the sensiƟve Įnancial data handled. 

• Role-Based Access Control (RBAC): System access is strictly gated through a secure login form 
(frm_Login). 

o Standard Users: Can access core funcƟons like the Customer AcquisiƟon Form (CAF) and risk 
checks. 

o Admin Users: Have full access to user management, system conĮguraƟon, and all data 
modules. 

• Admin Panel Security: Access to the administraƟve panel is programmaƟcally restricted, oŌen gated 
by speciĮc employee credenƟals, as seen in the VBA code: 

vba 

If GlobalEmpName = "Arjun Singh" Then 

    DoCmd.OpenForm "Employee_Details_Admin" 

Else 

    MsgBox "AdministraƟve access required.", vbExclamaƟon, "Restricted Access" 

End If 
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      System Walkthrough (Via Screenshots) 

 

1. Login AuthenƟcaƟon  
 

The DEDUPE-IO authenƟcaƟon system provides secure, role-based access control for authorized AVCV team 
members. Employees log in with unique ID and password credenƟals to access risk management tools. The 
interface supports self-service account creaƟon, password recovery, and secure session management. 
OperaƟng in oŋine mode with MS Oĸce 365 integraƟon, it ensures only trained personnel can perform 
customer eligibility checks while maintaining data security and audit compliance. The system protects 
sensiƟve customer informaƟon while enabling seamless daily operaƟons for fraud prevenƟon and risk 
assessment workŇows. 
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2. Main Dashboard  
 

The central hub providing quick access to all modules (DEDUPE, ADMIN, OTHER) and key staƟsƟcs. 
 

 
 

 

3. Risk Assessment Calculator          
 

       Intelligent Eligibility Scoring Engine 

The Risk Calculator is the core decision-making engine of DEDUPE-IO, providing automated, rules-based risk 
proĮling for customer eligibility validaƟon. 
 

Key Features: 

•       Weighted Scoring System: MulƟple risk factors with assigned point values 

•    Instant Eligibility DeterminaƟon: Automated Green/Red signal generaƟon 

•       QuanƟtaƟve Risk Measurement: Numerical scoring for objecƟve decision-making 

•     Comprehensive Risk Factors: Covers business, Įnancial, and compliance aspects 
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         Risk Assessment Parameters 

The calculator evaluates customers across six criƟcal dimensions: 
QuesƟon Parameter Response Score 

Q1 Years in Business >3 Years    10 

Q2 Nature of Business IT Firms    20 

Q3 Director Linkage NA    20 

Q4 Address Match with Defaulters No    10 

Q5 Non-compliance Linkage No    20 

Q6 Market Repayment Score NA    20 

 

       Scoring Logic & Decision Matrix [Risk Thresholds:] 

•   GREEN (Low Risk): 80-100 points → APPROVE 

•   YELLOW (Medium Risk): 60-79 points → REVIEW REQUIRED 

•   RED (High Risk): 0-59 points → REJECT 

 

     Business Impact 

•   Instant Decisions: Reduces processing Ɵme from hours to seconds 

•        Consistent EvaluaƟon: Eliminates human bias and inconsistency 

•       Data-Driven Insights: QuanƟtaƟve scoring enables trend analysis 

•     Risk MiƟgaƟon: SystemaƟc approach prevents fraudulent approvals 

 

     OperaƟonal WorkŇow AVCV Team Process: 
1. Input customer applicaƟon data (CAF Number, SCID, Company Details) 
2. Answer six risk assessment quesƟons based on veriĮcaƟon checks 

3. Calculate automaƟc risk score and eligibility status 

4. Save assessment results to database for audit trail 
5. Export to Excel for reporƟng and management review 

 

    Export & ReporƟng 

•        Save: Stores assessment in central database with Ɵmestamp 

•      Export to Excel: Generates reports for compliance and analyƟcs 

•     Audit Trail: Maintains complete history of all risk assessments 
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This module transforms subjecƟve risk judgment into objecƟve, measurable scoring, enabling the AVCV team 
to make fast, consistent, and defensible eligibility decisions while maintaining comprehensive audit trails for 
compliance purposes. 
 

 
 

 

4. TTSL Database DeduplicaƟon Module     

 
Advanced Duplicate DetecƟon & Customer VeriĮcaƟon 

This module provides comprehensive customer search and deduplicaƟon capabiliƟes across the Tata 
Teleservices (TTSL) database. It enables AVCV teams to instantly idenƟfy duplicate accounts and assess 
customer risk proĮles. 
 

Key Highlights: 

•   Real-Ɵme Search: Processes 86+ customer records in seconds with advanced Įltering 

•       Financial Risk Analysis: Displays outstanding balances (0-30, 31-60, 60-90+ days) and net 
balances 

•        Status Tracking: Monitors account status (AcƟve, Disconnected, Pending) with acƟon 
requirements 

•     Product Porƞolio View: Shows service types (Corporate Leased Line, VoIP, Broadband, SME packs) 

•        Data Export: Excel integraƟon for reporƟng and analysis 
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CriƟcal Risk Indicators: 
• Follow-up Required: Accounts needing immediate aƩenƟon 

• SeƩlement in Process: Ongoing resoluƟon cases 

• Legal Pending: Accounts under legal review 

• No Issue: Clean, low-risk proĮles 

 

The system automaƟcally Ňags high-risk paƩerns, duplicate entries, and Įnancial discrepancies, enabling 
proacƟve fraud prevenƟon and ensuring only eligible customers receive new services. This eliminates 
manual cross-referencing and reduces processing Ɵme from hours to seconds while maintaining 100% audit 
trail compliance. 
 

 
 

 

5. UTM BlacklisƟng Database Module     
 

   High-Risk Customer PrevenƟon System 

The UTM BlacklisƟng Database is a criƟcal fraud prevenƟon component that maintains and screens against a 
comprehensive database of known high-risk customers and fraudulent enƟƟes. 
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Key Features: 

•     Advanced PaƩern Matching: Uses %-based wildcard search for Ňexible string matching 

•       Match Percentage Scoring: AutomaƟcally calculates and displays match conĮdence levels (e.g., 
100.00%) 

•   MulƟ-Service Provider Coverage: Tracks blacklisted enƟƟes across all major telecom providers 

•   Real-Ɵme ValidaƟon: Instantly screens new applicaƟons against the blacklist database 

 

    How It Works 

Search Process: 
WRITE SEARCH STRING HERE: ( % BASED MATCHING ) 

• Input: Customer name, address, or phone number fragments 

• Matching: Flexible paƩern matching using % wildcards 

• Output: Match percentage and Ňagged records 

 

Example Match Result: 

   MATCH FOUND: 100.00% ConĮdence 

• UTM NAME: Anaw Raja 

• ADDRESS: 23Rege Circle, Kochi Madhya Pradesh 501412 

• SERVICE PROVIDER: Vodafone Idea Limited 

• MATCHED STRING: 23Rege Circle Kochi Madhya Pradesh 

 

         Database Structure 

The blacklist contains comprehensive records with: 
Field DescripƟon Example 

UTM NAME Blacklisted customer/enƟty name Aarav Raja 

UTM PHONE NO Contact numbers 7661935574 

SP NAME Service Provider Vodafone Idea, BSNL, Airtel 
UTM ADDRESS Physical addresses 23Rege Circle, Kochi 

 

       Business Impact 

•    Fraud PrevenƟon: Blocks applicaƟons from known fraudulent enƟƟes 

•   Instant Screening: Real-Ɵme validaƟon during customer onboarding 

•     Risk MiƟgaƟon: Prevents revenue loss from high-risk customers 

•     Compliance: Maintains audit trail of blacklisted enƟƟes 
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     OperaƟonal Use 

AVCV Team WorkŇow: 
1. Input customer details into search Įeld 

2. Execute %-based paƩern matching 

3. Review match results and percentage scores 

4. Take AcƟon: Approve/Reject based on blacklist matches 

5. Export results to Excel for reporƟng and analysis 

This module serves as the Įrst line of defense against repeat fraud aƩempts and ensures that high-risk 
customers cannot obtain new services through diīerent applicaƟons or idenƟƟes. 
 

 
 

 

6. Task Management 
 

         WorkŇow Assignment & Tracking 

The Task Management module provides a centralized system for assigning, tracking, and managing 
operaƟonal workŇows within the AVCV team. 
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Key CapabiliƟes: 

•    Task Assignment: Assign tasks to team members with clear prioriƟes and deadlines 

•       Status Tracking: Monitor task progress from Open to In-Progress to Completed 

•         Deadline Management: Set and track start dates, due dates, and status updates 

•    Team CollaboraƟon: Clear assignment ownership and responsibility tracking 

 

    Sample Task WorkŇows 

 

Task 1: Change Dunning Logic in Tallyman 

    Category: IT Related   

   Priority: High   

             Timeline: 27-Oct-25 to 31-Dec-25   

     Assigned From: Arjun Singh   

          Status: Open 

 

DescripƟon: OpƟmize and enhance the dunning strategy within the Tallyman collecƟon management system 
to improve automated customer follow-ups for overdue payments and align with evolving business policies 
and customer segmentaƟon. 
 

Task 2: Monthly Risk Assessment Report 

    Category: ReporƟng   

   Priority: Medium   

             Timeline: 01-Nov-25 to 05-Nov-25   

     Assigned From: Team Lead   

          Status: In Progress 

 

DescripƟon: Generate comprehensive monthly risk assessment report analysing fraud trends, eligibility 
paƩerns, and system performance metrics for management review and strategic decision-making. 
 

The Task Management module ensures operaƟonal eĸciency by providing clear visibility into team 
workloads, prioriƟes, and deadlines, enabling the AVCV team to manage their responsibiliƟes eīecƟvely 
while maintaining focus on high-priority risk miƟgaƟon acƟviƟes. 
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         InstallaƟon & System Requirements Prerequisites 

•        SoŌware: MicrosoŌ Access 2016 or later (64-bit version required). 

•       OS: Windows 10 or 11 (64-bit). 

•     Memory: 2GB RAM minimum (4GB recommended). 

•         Storage: Must have a D:\ drive with at least 100MB of free space. 
 

InstallaƟon Steps 

1. Download & Extract: Obtain the DEDUPE_IO.zip Įle and extract it directly to the root of the D:\ drive. 
This will create the folder D:\DEDUPE_IO\. 

2. Launch: Navigate to D:\DEDUPE_IO\ and double-click DEDUPE-IO.accde to start the applicaƟon. 
3. Login: Use the demo credenƟals provided on the login screen or create a new account. The system 

gracefully handles unconĮgured email clients. 
 

   Conclusion 

DEDUPE-IO stands as a testament to how strategic applicaƟon of readily available technology (MS Access + 
VBA) can solve criƟcal enterprise challenges. It successfully automated a high-stakes, manual process, 
delivering massive improvements in eĸciency, cost savings, and risk miƟgaƟon. The project highlights a deep 
understanding of operaƟonal workŇows, database design, and soŌware development, resulƟng in a tool that 
provided a signiĮcant compeƟƟve advantage in risk management. 
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